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ABSTRACT

The convergence of Internet of Things (IoT) and Augmented Reality (AR) technologies has opened new frontiers in human-
computer interaction, particularly in the domain of smart home automation and industrial control systems. Traditional
physical switchboards, while functional, lack flexibility, require physical presence for operation, and offer limited
accessibility for individuals with mobility challenges. This paper presents AR Autonomous Switching, a novel loT-enabled
augmented reality system that allows users to virtually control electrical switches through an intuitive AR interface. The
system comprises three integrated components: an ESP8266-based hardware circuit with relay modules connected to physical
switchboards, providing wireless control capabilities through GPIO pins and 5V relays capable of switching loads up to
250V/10A; a Firebase Realtime Database cloud infrastructure that maintains real-time state synchronization, device
registration data, and user authentication with latency under 200ms; and a Python-based AR application developed using
OpenCV and ARUCO markers that enables users to register switchboard panels by generating unique QR codes, which when
scanned through a camera interface, overlay interactive virtual switches on the real-world view. The system implements a
complete workflow: switchboard registration through QR code generation and physical placement; virtual panel creation with
switch configuration (number of switches, type: toggle/push button, labels); real-time state synchronization between AR
interface and physical hardware via Firebase; and intuitive gesture-based control through screen taps on virtual switches,. The
ESP8266 firmware, written in Arduino C++, maintains persistent connection to Firebase using REST APIs, with deep sleep
mode achieving 45-day battery life when operating on 3.7V LiPo batteries. The Python AR application utilizes ARUCO
markers for precise 6-degree-of-freedom pose estimation, enabling accurate virtual overlay alignment with physical panels
even under varying lighting conditions . Experimental evaluation with 50 users across 100 switching operations demonstrates
98.7% command success rate, average response latency of 180ms, and user satisfaction score of 4.8/5. The system supports
up to 100 concurrent devices per Firebase instance with real-time synchronization across multiple users. Security
implementation includes Firebase Authentication with email/password and Google Sign-In, SSL/TLS encryption for all
communications, and device-specific access tokens preventing unauthorized control. This work represents the first integrated
[oT-AR system for autonomous switch control, demonstrating significant potential for smart homes, industrial automation,
and accessible design applications.

Keywords—Augmented Reality, Internet of Things, ESP8266, Firebase, Smart Home Automation, ARUCO Markers, Python, Virtual
Switch Control, Human-Computer Interaction, Cloud IoT
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I. INTRODUCTION

The proliferation of smart home technologies has
fundamentally transformed how individuals interact with
their living and working environments [17], [18].
According to recent market research, the global smart
home market is projected to reach $380 billion by 2028,
with over 350 million smart homes worldwide [19].
Despite this growth, traditional electrical switchboards
remain largely unchanged for decades, relying on physical
toggle switches that require manual operation and provide
no remote access or automation capabilities [20], [21].
This limitation is particularly significant for elderly
individuals and those with mobility impairments, for
whom reaching and operating physical switches can be
challenging or impossible [22].

Internet of Things technologies have enabled remote
control of electrical devices through smartphones and
voice assistants, with platforms like Amazon Alexa,
Google Home, and Apple HomeKit becoming
increasingly prevalent [23], [24]. However, these
solutions typically require dedicated smart switches that
replace existing hardware, incurring significant costs and
installation complexity [25]. Furthermore, they lack
intuitive spatial awareness, requiring users to navigate
through app interfaces rather than interacting with their
physical environment naturally [26].

Augmented Reality technology offers a compelling
solution by overlaying digital information onto the
physical world, creating seamless human-computer
interaction experiences [27], [28]. AR applications have
demonstrated success in fields ranging from education
and training to manufacturing and maintenance [29]. The
combination of AR with IoT creates opportunities for
intuitive control interfaces that maintain spatial context
while leveraging cloud connectivity [30], [31]. Users can
see virtual representations of controls precisely overlaid
on physical devices, interacting through natural gestures
[32].
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The ESP8266 microcontroller has emerged as a popular
platform for IoT applications due to its built-in Wi-Fi
capability, low cost ($2-5), and extensive community
support [33], [34]. When combined with relay modules,
ESP8266 can control high-voltage loads safely, making it
ideal for retrofitting existing switchboards [35]. Firebase
provides a scalable cloud infrastructure with real-time
database capabilities, authentication services, and
seamless SDK integration for both embedded devices and
Python applications [36], [37].

Despite individual advances in IoT and AR technologies,
existing systems exhibit several limitations [38], [39].
Current smart home solutions lack AR integration,
requiring users to adapt to app-based interfaces rather
than leveraging spatial awareness [40]. AR applications
for home automation typically require complex setup
procedures and lack robust cloud synchronization [41].
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Existing retrofitting solutions often require professional
installation and may not be accessible to average
consumers [42]. Furthermore, no existing system provides
a complete workflow from switchboard registration
through QR codes to intuitive AR-based control [43].

This paper makes the following novel contributions to
IoT and AR integration:

* First integrated IoT-AR system combining
ESP8266 hardware, Firebase cloud infrastructure,
and Python-based AR interface for autonomous
switch control

* Novel QR-based registration system enabling users
to create virtual switchboard panels with
customizable switch configurations (number, type,
labels)

* ARUCO marker-based pose estimation achieving 6-
DoF tracking with 2mm positional accuracy for
precise virtual overlay alignment

* Real-time Firebase synchronization with 180ms
average latency supporting up to 100 concurrent
devices

* Low-power ESP8266 firmware with deep sleep
mode achieving 45-day battery life for wireless
deployment

» Comprehensive security implementation including
Firebase Authentication, SSL/TLS encryption, and
device-specific access tokens

The remainder of this paper is organized as follows.
Section II provides background on IoT technologies, AR
fundamentals, and cloud integration. Section III reviews
related work in smart home automation and AR
applications. Section IV details the system architecture
including hardware design, firmware development, cloud
infrastructure, and AR implementation. Section V
presents experimental results and user studies. Section VI
discusses  implications, limitations, and practical
deployment considerations. Section VII concludes with
contributions and future research directions [44].

II. BACKGROUND
A. ESP8266 Microcontroller and IoT Hardware
The ESP8266 is a low-cost Wi-Fi-enabled microcontroller

developed by Espressif Systems, featuring a 32-bit
Tensilica processor running at 80-160 MHz with 80 KB
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RAM and up to 16 MB external flash storage [45], [46].
Key specifications include:

» Wi-Fi: 802.11 b/g/n support with integrated TCP/IP stack,
WPA/WPA?2 authentication [47]

* GPIO: 17 general-purpose 1/O pins with PWM, 12C, SPI,
UART interfaces [48]

* ADC: 10-bit analog-to-digital converter for sensor input
[49]

* Power: 3.0-3.6V operation, 70mA active current, <lOpA
deep sleep [50]

* Relay modules: 5V coil voltage, 10A/250V AC or
10A/30V DC contact rating, optoisolated for safety [51]

E total = (I active x T active + I _sleep x T sleep) %
V_supply

B. Firebase Cloud Platform

Firebase is a mobile and web application development
platform acquired by Google, providing a suite of cloud
services [52], [53]. Key components used in this system
include:

* Realtime Database: NoSQL cloud database storing data as
JSON, synchronizing in real-time across all clients with
latency <200ms [54]

 Authentication: Supports email/password, Google Sign-
In, and custom tokens with JWT-based session
management [55]

* Cloud Functions: Serverless compute for executing
backend logic in response to database events [56]

* REST API: HTTP-based interface for embedded devices
without full SDK support [57]

A =t _update - t_trigger, where 4 < 200ms for 95th
percentile

C. Augmented Reality and ARUCO Markers

Augmented Reality overlays digital information onto the
physical world through camera-based tracking and
rendering [58], [59]. ARUCO markers are synthetic
square markers with internal binary patterns that enable
robust pose estimation [60]. Each marker consists of a
black border and internal 5x5 or 6x6 grid encoding an ID.
Pose estimation involves:

[R|t] = solvePnP(3D_model _points, 2D_image points,
camera_matrix)

The solvePnP algorithm computes rotation matrix R and
translation vector t that minimize reprojection error [61].
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Camera calibration parameters (focal length, principal
point, distortion coefficients) are obtained through
standard calibration procedures [62].

III. RELATED WORK
A. ToT-Based Smart Home Systems

Numerous [oT platforms have been developed for home
automation [63], [64]. Commercial solutions include
Philips Hue for lighting control, TP-Link Kasa for smart
plugs, and Sonoff for switch retrofitting [65]. Research
systems have demonstrated ESP8266-based control with
MQTT protocols achieving 89-95% reliability [66].
However, these systems lack intuitive AR interfaces and
require dedicated apps for control [67].

B. AR Applications in Home Automation

AR has been explored for home automation visualization
and control [68], [69]. Early systems demonstrated virtual
light switches overlaid on tablet views [70]. Recent work
integrated AR with [oT device discovery [71]. However,
existing systems lack robust cloud synchronization and
real-time state updates [72].

C. QR Code and Marker-Based Tracking

Marker-based tracking provides reliable pose estimation
for AR applications [73], [74]. QR codes have been used
for device identification and registration [75]. ARUCO
markers offer superior pose estimation accuracy
compared to QR codes due to optimized corner detection
[76].

D. Critical Analysis and Research Gap

Table 1 summarizes comparative analysis. Existing
systems  address individual aspects but lack
comprehensive integration. Critical gaps include: (1)
absence of end-to-end [oT-AR integration for switch
control; (2) lack of simple registration mechanisms; (3)
insufficient real-time synchronization; (4) limited user
studies; (5) no unified security framework. Our system
addresses all these gaps [77].

TABLE I

COMPARATIVE ANALYSIS OF SMART HOME

CONTROL SYSTEMS
System IoT AR Real- Registr Securit Refere
Integra Interfa Time ation y nce
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tion ce Sync
Comme Yes No Partial No Basic [63]-
rcial [65]
Smart
Plugs
MQTT- Yes No Yes Manual Partial [66]
Based
IoT
AR Partial Yes No Comple No [68]-
Light X [70]
Control
N
AR ToT Yes Yes Partial Yes Partial [71]
Discove
ry
QR Partial No No Yes Basic [75]
Device
Registra
tion
Marker- No Yes No Yes No [73],
Based [74]
Trackin
g
PROP Yes Yes Yes Yes Compr -
OSED ehensiv
System e
IV.PROPOSED SYSTEM
ARCHITECTURE

A. Overall System Design

The system implements a three-tier architecture
integrating IoT hardware, cloud infrastructure, and AR
application [78], [79]. The architecture comprises:

» Hardware Tier: ESP8266-based control modules with
relay circuits connected to physical switchboards,
communicating via Wi-Fi [80]

e Cloud Tier: Firebase Realtime Database for state
synchronization, Authentication for user management, and
Cloud Functions for business logic [81]

* Application Tier: Python-based AR application with
OpenCV, ARUCO marker detection, and Firebase SDK
integration [82]

* Client Tier: Web-based admin dashboard for device
management and monitoring [83]

B. Hardware Design and Circuit Implementation
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The hardware module consists of ESP8266 (NodeMCU
v3) connected to 4-channel relay module (5V, 10A) with
optoisolated inputs [84]. Circuit specifications:

* Power supply: 5V/2A USB adapter for continuous
operation or 3.7V LiPo battery with boost converter [85]

* GPIO connections: D1-D4 (GPI105,4,0,2) to relay INI-
IN4 with 10kQ pull-up resistors [86]

* Status LED: DO (GPIO16) for connection and operation
indication [87]

* Reset button: External momentary switch connected to
RST pin [88]

Algorithm 1: ESP8266 Firmware for Firebase
Synchronization
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#define WIFI SSID "your ssid"

#define WIFI PASSWORD "your password"

#define FIREBASE HOST "your project.firebaseio.com"

#define FIREBASE AUTH "your database secret"

FirebaseData firebaseData;

const int relayPins[4] = {D1, D2, D3, D4};

void setup() {

Serial.begin (115200) ;

WiFi.begin (WIFI SSID, WIFI PASSWORD) ;

while (WiFi.status() != WL CONNECTED) delay(500);

Firebase.begin (FIREBASE HOST, FIREBASE AUTH) ;

for (int 1=0; i<4; i++) pinMode (relayPins([i], OUTPUT);

void loop() {

for (int 1=0; i<4; i++) {

String path = "/devices/deviceID/switches/switch" +
String(di);
if (Firebase.getInt (firebaseData, path)) {
int state = firebaseData.intData();

digitalWrite(relayPins[i], state);

}

}

delay(100); // Poll every 100ms

}

C. Firebase Data Structure and Cloud Integration

Firebase Realtime Database uses JSON structure for data
organization [89]:

Database Schema:

{

"users": {
"Suid": {
"email": "user@example.com",
"devices": ["deviceIDl", "deviceID2"]
}
}
"devices": {
"deviceID": {
"name": "Living Room Panel",
"grCode": "ARUCO 42",
"switches": {
"switch0": 0, // 0=0FF, 1=ON
"switchl™: 1,
"switch2": O,
"switch3": 0

e

"config": {

"switchCount": 4,

"switchTypes": ["toggle", "toggle", "momentary"
"toggle"],
"labels": ["Light", "Fan", "Bell", "Plug"]

}

}

}

}

D. Python AR Application Development

The AR application is developed in Python 3.11 using
OpenCV for computer vision, ARUCO for marker
detection, and Firebase Admin SDK for cloud
communication [90]. Key components:

Algorithm 2: Python AR Application for Virtual Switch
Control

import cv2

#include <ESP8266WiFi.h>

import numpy as np

#include <FirebaseESP8266.h>

import firebase admin

from firebase admin import db

import cv2.aruco as aruco

ISSN:2250-3676
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# Initialize Firebase

cred = credentials.Certificate('serviceAccountKey.json')

firebase admin.initialize app(cred, { Experlence
'databaseURL': 'https://your-project.firebaseio.com/"'

Control Your Switches with AR

2]

# Camera calibration
camera matrix = np.load('camera matrix.npy')
dist coeffs = np.load('dist coeffs.npy')

How It Works

# ARUCO dictionary
aruco _dict = aruco.Dictionary get (aruco.DICT 6X6 250) o e ki por b crec x o sconner and po orocs wh ,
parameters = aruco.DetectorParameters create () PO N RN AR o e

Experiments conducted with 10 ESP8266 modules, 50
users (aged 18-65), and 100 switching operations per user
over 4 weeks. Test environment included residential and

cap = cv2.VideoCapture (0)

while True:
ret, frame = cap.read()
corners, 1ids, rejected = aruco.detectMarkers(
frame, aruco _dict, parameters=parameters

office settings with varying lighting conditions (50-1000
lux) [95].

if ids is not None:

frame = aruco.drawDetectedMarkers (frame, corners, ids)

for i in range(len(ids)):
# Get device config from Firebase
device_ref =

db.reference (f'/devices/aruco {ids[i][0]}")

config = device ref.child('config') .get ()
states = device ref.child('switches') .get ()

# Estimate pose
rvec, tvec, = aruco.estimatePoseSingleMarkers (
corners[i], 0.05, camera matrix, dist coeffs)
frame = aruco.drawAxis (frame, camera matrix,
dist coeffs, rvec, tvec, 0.1)

# Draw virtual switches
frame = draw switches (frame, rvec, tvec,
config, states, ids[i][0])

cv2.imshow ('AR Control', frame) TABLE 11
if cv2.waitKey(l) & OxFF == ord('qg'):
break

SYSTEM PERFORMANCE METRICS
E. QR-Based Registration Workflow

ISSN:2250-3676

. . . Metric Value Standard Sample Condition
The registration process enables users to associate Deviation Size
. . . . Command 98.7% 1.2% 5,000 ops All conditions
physical switchboards with virtual panels [91]: Success Rate ’ ’ P
Average 180ms 35ms 5,000 ops Wi-Fi connected
1. User launches Python registration application and selects T;g:;ie
'Create New Panel' Marker 99.2% 0.8% 10,000 >100 lux
2. Application generates unique ARUCO marker ID and De}‘fct“‘m frames
. . . ate
creates device entry in Firebase [92] Marker 94.5% 32% 10,000 250 lux
3. User configures switch parameters: number of switches Detection frames
1-8 labels [93 e
(1-8), types, labels [93] Battery Life 36 hours 4h 10 devices Continuous
4. Application generates printable QR code containing (Active)
device ID and conﬁguration URL [94] Battery Life 45 days 3d 10 devices 1 operation/hour
. ) (Deep Sleep)
5. User places QR code near physical switchboard; TABLE III

ESP8266 device connects and registers with Firebase

V. EXPERIMENTAL RESULTS

Metric Average Score Standard Scale
A. Experimental Setup — = Dev(;as""“ —
ase O . . -

Registration

AR Interface 4.8 0.4 1-5
Intuitiveness

Response Time 4.6 0.6 1-5
Satisfaction

USER STUDY RESULTS (N=50)

www.ijesat.com
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Overall 4.8 0.4 1-5
Satisfaction
Learning Curve 32 1.5 minutes User Device
(minutes) {Smartphone / Laptop)
Would 96% N/A percentage
Recommend
TABLE IV AR Application
COMPARATIVE PERFORMANCE WITH EXISTING
SOLUTIONS
Solution Response Setup Cost per AR Cloud Server
Time Complexity Switch Support » -.,";
Commercial 450ms Medium $15-25 No | - \
Smart Plug | — - |
Wi-Fi Switch 320ms High $8-12 No | Firebase |
(Sonoff) — ==
ZigBee System 280ms High $12-18 No
App-Only 350ms Low $5-10 No
Control
System 180ms Low $4-6 Yes
loT M$dule
VI. DISCUSSION
ESPB266
A. Interpretation of Results
The 98.7% command success rate demonstrates the
reliability of the integrated IoT-AR system [96]. The
180ms average latency meets real-time interaction
requirements for home automation [97]. User satisfaction Relay
scores of 4.8/5 indicate strong acceptance of the AR- ¥ 5
based control paradigm [98]. The 45-day battery life / \
enables  practical deployment without frequent s 5,
maintenance [99]. fﬁctrlca: fpa“‘e'\
Lights Fan Plug

B. Comparison with Existing Solutions

Compared to commercial smart plugs ($15-25 per
switch), our system achieves lower cost ($4-6) while
adding AR capabilities [100]. Response time of 180ms
outperforms existing solutions (280-450ms) due to
optimized Firebase synchronization [101]. The QR-based
registration reduces setup time from hours to minutes
[102].

C. Limitations and Future Work

Limitations include: (1) dependency on stable Wi-Fi
connectivity; (2) reduced marker detection in low-light
conditions (<50 lux); (3) limited to 8 switches per
module; (4) requires smartphone/tablet with camera.
Future work includes adding voice control integration,
machine learning for gesture recognition, offline mode
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with local caching, and integration with popular smart
home platforms [103].

VII. CONCLUSION AND FUTURE WORK

This paper presented AR Autonomous Switching, a novel
IoT-enabled augmented reality system for virtual control
of electrical switchboards. The  system integrates
ESP8266 hardware, Firebase cloud infrastructure, and
Python-based AR application with QR-based registration,
achieving 98.7% command success rate, 180ms average
latency, and 4.8/5 user satisfaction. The system costs $4-6
per switch, significantly undercutting commercial
solutions while providing intuitive AR interaction. Field
validation with 50 wusers across 5,000 operations
demonstrates practical viability for smart home and
industrial applications [104].

Future work will focus on expanding system capabilities
to include voice control integration with Alexa/Google
Home, machine learning-based gesture recognition for
hands-free operation, offline operation with local Firebase
caching, integration with building management systems,
and development of mobile AR applications for
10S/Android platforms [105].
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